-

S 32, M I e e o L ]
991;3@'/, I u;t?"/,.“,wy
P g3
Cap G G G Cap G G G G G G G G
‘ozg 07 335

Jozveban.ar

telesram.meljozveban

sapp.1ir/sopnuu

" o\t 1 s Ugas g o

or

sopnuu

@

jozveban.ir


http://jozveban.ir/
http://jozveban.ir/
https://telegram.me/sopnuu
https://sapp.ir/sopnuu
http://jozveban.ir

A g 0ls el olKiule;] iy S olKisls
i 5 gusalS’ FPFRALEA]
http:/ /dnsl.ce.sharif.edu FomalS guriige 0aSisls

TLS o SSL :\e o

oS §olo dese

a5 g 0315 S WAL




YU wha ;s SSL/TLS O
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01 SSL: Secure Sockets Layer
A TLS: Transport Layer Security

a—wgs Netscape Communications s, ,0 SSL O
29 (HTTP) y el SSL Lol 0a ™
womsS HTTPS 1|, SSL o5, HTTP o5 5@
.o)b joe sziio LSLmoﬁ)lf SSL o}s)@‘c@

el SSL 60y o laslil asens TLS O
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SGg, a iy o Jlasl 4y oYL glasy SSL/TLS O

A.MSLSA & G0 oﬁ)lf d_,}/ o).o)’ )o ‘) QT L?ﬁc@

UT - A S Sl oo odL»..: o UDP 6L-o = 6‘4.7@.».:@
(DTLS L) Datagram Transport Layer Security

ST
,NNTP SMTP FTP HTTP ,__is L ISs,, 0
oS ool SSL/TLS 31,08 XMPP
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OFY 114
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HTTP
XMPP
SMTP
NNTP
FTP
IMAP
POP3
LDAP
Telnet
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STARTTLS b

L oS el T e sledSSg 0 slasg3 STARTTLS )L ,s O
:Jle oo Las )| TLS oS a1 095 consl ailgs o o1 1,2
SMTP

<waits for connection on TCP port 25>
<opens connection>

220 maill.example.org ESMTP service ready
EHLO client.example.org
250-mail.example.org offers welcome

250 STARTTLS

STARTTLS

220 Go ahead

<starts TLS negotiation>

& S: <negotiate a TLS session>

& S: <check result of negotiation>

Q Q QO QO n OQ nh nn QO n OO Wn

EHLO client.example.org
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SSL 1.0
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RFC 7568) s o

ol azs yo g SSL 3.0 & Jlasl J55 eodils — SSL 3.0 sl
TLS 1.0 le.ass;.o‘l} )‘ Lso‘d.x.? é.éj
SSL 2.0 L 5,55l pae = TLS 1.1 @ 50, sloos )63 (5 0 030938
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SSL/TLS Sy p 93

sl JSG50 5 iz Jolis SSL/TLS US55, O
Q Record Protocol (s,s5 )

Q Handshake Protocol (slaws)

A Change Cipher Spec Protocol (5, y.)

Q Alert Protocol (o)
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3,95 ) S99 )89y N9y s 2!

SSL SSL Change SSL. Alert
Handshake | Cipher Spec
Protocol
Protocol Protocol
SSL Record Protocol
TCP
IP
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) — ol S yiol yU Jobs 0 yle>

L s,k S slsls

Client Server i Cuadge &y Ay

Client
~hello Phase 1
Establish security capabilities, including

protocol version, session ID, cipher suite,

e Wethe\\o compression method, and initial random
numbers.

W
Y exChange
server K&Y— Phase 2
Server may send certificate, key exchange,

ertiﬁcatejequest and request certificate. Server signals end
¢ of hello message phase.

gerver _hello _done
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Client Server L s,k S slsls
.1.“ ® B .9’9-4 d«..) 1 "9

Certificqy
client i, Phase 3
— _}Lexchange Client sends certificate if requested. Client
sends key exchange. Client may send
Certificate Verif certificate verification.

¢ an

g€ _cj
- Pher_gpe,

fini Shed
Y
Phase 4

Change cipher suite and finish

Changeﬁcipher}pec handshake protocol.
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(Anonymous DH) w5 las eo 5l S jiie 0ulS zod b b ™
«25,lo (PSK L Pre-Shared Key) ), odS v 5l s, b™
TLS-PSK 4 g4

A5l Jlusus 215 oo 5l g ,a b olgs IS 155,57
()‘,c) 9 L] LQ‘):’ RSA Lasl 6‘)-.’ Lis RSA &9 90) RSA 2 (e ®
(DH o il )b oo DH slo il )l Jolis :e5 99) DSA 5y e @
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I I

Ephemeral DH Fixed DH
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RSA ,, e Yeors (Transport) ols Jlasl ™
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Elliptic Curves) ssan sloss 5, DH jl oola ol ™
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Pre-Master Secret

Pre- oL a4 g labie wed o Jobs olaiws JSGgp 50 a5 couds' O
<l Master Secret

ol b Jlose i Pre-Master Secret ;l oolau! L O
19 g 50

a Client write MAC secret

Q Server write MAC secret

Q Client write encryption key

0 Server write encryption key
Q Client write encryption IV

Q Server write encryption IV
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J-S5950 o i iy (358 lealey wamlyse a3 b b s
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(¥ Jlase) fatal b (V jlaie) warning wlg » jloie xkw Q
e
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g il aalsl el Saw gl Canis (g9, Wlasl plu ™
bls salgss LSis oyl saas Jlasl

a5 g 0315 S Yy /va




S SS9 9 9 3 Ao

0 unexpected_message

d bad record mac
d handshake failure
Q certificate revoked

Q certificate_expired

A close_notify = J S8 sl 5l slaiges
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1 byte

1

(a) Change Cipher Spec Protocol

1 byte 1 byte

Level | Alert
(b) Alert Protocol
1 byte 3 bytes = ( bytes
Type Length Content
(c) Handshake Protocol
= 1 byte

Opaque content

(d) Other Upper-Layer Protocol (e.g., HT'TP)
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Gmail 5,5 30y 31 W6 26 SN 2 Jle
|2 Pagelfo- tpummgoglecom/itenmalheplboutiil = O X
o &= 17 &

Security
Website |dentity
Website:

www.google.com
Chwher:

Verified by:

This website does not supply ownership information.
Google Inc

View Certificate
Privacy & History
Have | visited this website prior to today? Yes, 3 times
Is this website storing information (cookies) on my Yes View Cookies
computer?
Have | saved any passwords for this website? Mo
Technical Details

View Saved Passwords

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_S5HAZ256, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted owver the Internet.

Encryption makes it difficult for unauthorized pecple to view information traveling between

computers. It is therefore unlikely that anyone read this page as it traveled across the network.

Help
A5 § 0919 o
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QTLS_ECDHE_RSA_WITH_AES_128_
SHA?256, 128 bit keys, TLS 1.2

" ECDHE: Elliptic Curve DH Exchange

“"RSA: Gmail Public Key Type
=" AES 128: Symmetric Key Cipher

Mode of Encryption
“ SHA256: Hash Algorithm (for MAC)

“"TLS 1.2: TLS Version
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S99 Lol plad (o G SS9 0 (SO S @ axg LU

S5l
R N
RSA | o5 Jlasl RSA sgac oS 1) el
DH oI5 Jols RSA _apee o5 ¥ cdl>™®
55,8 olse 4 Ubuntu g, Apache + OpenSSL O

ole> 5 oIy 4 Firefox O
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oo 5 o about:config LTLS us Sw ols >

File Edit View History Bookmarks Tools Help

about:config

L Firefox | about:config @ || Q Search w B8 ¥ & O =
Search: | security.ssl %
Preference Name - Status Type Walue a=}
security.ssl.enable_alpn default boolean true ~
security.ssl.enable_false_start default boolean true

security.ssl.enable_npn default boolean true

security.ssl.enable_ocsp_stapling default boolean true

security.ssl.errarReporting.automatic default boclean false

security.ssl.errorReporting.enabled default boolean true

security.ssl.errorReporting.url default string https://data.mozilla.com/submit/sslreports
security.ssl.false_start.require-npn default boolean false

security.ssl.require_safe_negotiation default boclean false
security.ssl.treat_unsafe_negotiation_as_broken default boolean false

security.sslawarn_missing_rfc3746 default integer 1

security.ssl3.dhe_rsa_aes_128 sha default boolean true

security.ssl3.dhe_rsa_aes_2536_sha default boolean true
security.ssl3.ecdhe_ecdsa_aes_128_gern_shad3k default boolean true W

g9 §olo oo a5 g 0318 ol YA/ VA




Apache + OpenSSL oluli

OpenSSL Lug 155,15 Jiuous 2l odes O
sudo mkdir /etc/apache2/ssl

sudo openssl req -x509 -nodes -days 1095 -newkey
rsa:2048 -out /etc/apache2/ssl/server.crt -keyout
/etc/apache2/ssl/server.key

:/etc/apache2/ports.conf ;5 U,g pulais U

Listen 443

mod_ssl) >LISSL Jgsle o s 5 g3lw Jles O
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mod_ssl Jg;b g Sw

:Lg)’L»JL:_é D

sudo a2enmod ssl

(g S U

/etc/apache2/sites-available/default-ssl.conf

SSLCertificateFile /etc/apache2/ssl/server.crt
SSLCertificateKeyFile /etc/apache2/ssl/server.key

6>L:T AR Lg)“di‘o‘) d

sudo /etc/init.d/apache2 restart

w9 dolo v a5 g 0318 ol Yo/ VA




mod_ssl Jg3b j0 cuwo! Oloadas

S losilely gl ladas Blocs i ass f9S 5 ass] O
g b1, HTTPS

ssl.conf LB o 5,50 Sledas b i cawl gl A
loaore a0l (2T olondass alasl 1 amy) ols plasl U]
MGA ) ‘) f°'9<‘° f"“‘"a"‘"’ 90 SO Lgtmxg.)l.w‘ )QD

SSL/TLS as.s™

0oLzl 8550 SlelSSgp g Fo;y (Sloen ;KU
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# The protocols to enable.

# Available values:

i all, SSLv3, TLSvl, TLSvl.1l, TLSvl.2
# SSL v2 is no longer supported

SSLProtocol all

30 USG9 5l asews (ol 5l olem 57 Slaciin cawl o3V ™™
IVEER e
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00l 3 90 SlelStig 8 9 305 Slens )95

SSL Cipher Suite:

List the ciphers that the client 1is
permitted to negotiate. See the
ciphers (1) man page from the openssl

package for list of all available options.

H H H H= F I

Enable only secure ciphers:

SSLCipherSuite HIGH:MEDIUM: !'aNULL: 'MD5
w‘odw“oxwéb(')mwyﬁu

Joles SLsd) authentication yso |55, e @aNull™
(Anonymous DH

A58 0,50 Vb g Jawgio Coiel b Gloje ) Lads (358 Jlo 0 U
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DH ;1 ooliiut pus 1 )1 35,05 9 55 %0

oIS Jobs sl ECDH S5 51,155,557 08 i 55k 400

oS oo Jd e 158 oo |, ECDH Lo (e 4

/etc/apache2/mods-enabled/ssl.conf

SSLCipherSuite 'ECDH:'!'DH:HIGH:MEDIUM: !aNULL: 'MD5
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DH ) colaiul pus & 35 39 90 (99 35 y9aom0

e x98

€ Firefox | about:config Q Search

Search: | security.ssl3 %
Preference Mame - Status Type Yalue 85

security.ssl3.dhe_rsa_aes_128_sha user set boolean false

security.ssl3.dhe_rsa_aes_256_sha user set boolean false

security.ssl3.ecdhe_ecdsa_aes_128_gcm_sha256 user set boolean false

security.ssl3.ecdhe_ecdsa_aes_128_sha user set boolean false

security.ssl3.ecdhe_ecdsa_aes_256_sha user set boolean false

security.ssl3.ecdhe_ecdsa_rcd_128_sha user set boolean false

security.ssl3.ecdhe_rsa_aes_128_gcm_sha256 user set boolean false

security.ssl3.ecdhe_rsa_aes_128_sha user set boolean false

security.ssl3.ecdhe_rsa_aes_256_sha user set boolean false

security.ssl3.ecdhe_rsa_rcd_128_sha user set boolean false

security.ssl3.rsa_aes_128_sha default boolean true

security.ssl3.rsa_aes_236_sha default boolean true

security.ssl3.rsa_des_ede3_sha default boolean true

security.ssl3rsa_rcd_128_md5 default boolean true

security.ssl3.rsa_rcd_128_sha default boolean true

w9 dolo v a5 g 0318 ol ¥a/Vva




oS oo 05l |, s Wireshark ;1 ostacn! 4O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AE g® RE Qe=2=2d L5 =EQAqaqH

(N | Apply a display filter ... <Ctrl-/=

Na., Time Source Destination Protocol Length Info
1 ©.00 client server TLSv1.2 255 Client Hello
2 ©.80 server client TLSv1.2 1288 Server Hello, Certificate, Server Key Exchange, Server Hello Done
3 ©.80 client server TL5vl.2 220 Client Key Exchange, Change Cipher Spec, Hello Request, Hello Request
4 o.82 client server TLSv1.2 121 Encrypted Alert |
5 1.68 server client TLSv1.2 352 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

File Edit View History Bookmarks Tools Help

/&, Untrusted Connection

€)@ nps/ M e ][Q searcn wEe 93 A S =

y This Connection is Untrusted

You have asked Firefox to connect securely to _ but we can't confirm that your connection
is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place, However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that somecne is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!
Technical Details

I Understand the Risks

a5 g 0315 S ve/va




JNg 5 4ol g 51 F 35 (o908 iS4 Slois| O 590 o

/| S5L-RSA.pcapng
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4Am @ RE Qes=F o5 Eaaan

] |Appl'-r' a display filter ... <Ctrl-/=

Mo. Time Source Destination Protocol Length Info

— 1 0.000 client server TLSv1. 182 Client Hello
2 0.429 server client TLSv1. 902 Server Hello, Certificate, Server Helle Done
3 0.430 client server TLSv1. 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
4 ©.863 server client TLSv1. 336 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
5 0.864 client server TLSv1. 395 Application Data
6 1.296 server client TLSv1. 853 Application Data, Application Data, Application Data
7 1.367 client server TLSv1. 395 Application Data
8 1.799 server client TLSv1. 656 Application Data, Application Data
9 1.800 client server TLSv1. 395 Application Data
— 10 2.228 server client TLSv1. 656 Application Data, Application Data

C 0 s C 2 e © S

Client Hello Client Key New Session
> >

Exchange Ticket

[N I S SR S ST SR SR S

A

Server Hello

a

A

Change Cipher Change Cipher
>

Certificate Spec Spec
Enc. Handshake) AEnc. Handshake

a

Server Hello

Message Message
J Done J J 4 J J & 4

a
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3,95 y Mg s59,Client Hello

Frame 1: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface @
Ethernet II, Src: IntelCor d9:62:f5 (ac:72:89:d9:62:f5), Dst: D-LinkIn d3:db:4c (70:62:b8:d3:db:4c)
Internet Protocol Version 4, Src: client (192.168.1.4), Dst: server ( )
Transmission Control Protocol, Src Port: 6551 (6551), Dst Port: 443 (443), Seq: 1, Ack: 1, Len: 128
v Secure Sockets Layer
v~ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

Version: TLS 1.0 (0x0301) > 1.0 ases o IS

Length: 123 / )95) ok

Handshake Protocol: Client Hello w‘ od; oél.ib.u‘ TLS )‘
_

SSL
Handshake

Protocol

SSL Record Protocol

a5 g 0315 S YA/ VA




Client Hello gLy J>1

v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

Length: 119 1.2 ases 5l slacws JSSg

pereton: Th -2 (ex0363) 7 ool 00,8 solanl TLS
GMT Unix Time: Oct 11, 2105 18:06:07.000000000 Iran Standard Time
Random Bytes: 66d6ef331b0b9871cdec232cc5ab501c9cabce9406e6ftb4d. ..

Session ID Length: @

Cipher Suites Length: 6

Cipher Suites (3 suites) LAQ}A) ¢y>;§ 3 i L
Cipher Suite: TLS RSA WITH AES 128 CBC_SHA (0x002f) ’

Cipher Suite: TLS RSA WITH AES 256 CBC SHA (0x0035) | g=—= ¢S L8l ;o

Cipher Suite: TLS RSA WITH 3DES_EDE CBC SHA (0x000a) | RGA | :
Compression Methods Length: 1 A 9
Compression Methods (1 method) QA__flS'LJQI ) c;[; )
Extensions Length: 72 . . )
Extension: renegotiation info '°9*”L5°J‘>u?““%%

Extension: SessionTicket TLS

Extension: next protocol negotiation

Extension: Application Layer Protocol Negotiation
Extension: status request

Extension: signature algorithms

a5 g 0315 S va/va




v Secure Sockets Layer
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
LL;JQ Content Type: Handshake (22) _ )
Version: TLS 1.2 (0x0303)—» | 1.2 aseis |35 15 :cdo

LSU%OQg Length: 53 .
3 95 Handshake Protocol: Server Hello '&QGQ QLQ‘M ‘) TLS
J

v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 776
Handshake Protocol: Certificate
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 4
Handshake Protocol: Server Hello Done

ASuw g 0313 Cunof fo/ V4




Server Hello gl J>1o

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)

Length: 49
Version: TLS 1.2 (0x0383)
Random

GMT Unix Time: Oct 2, 2043 23:47:27.000000000 Iran Standard Time
Random Bytes: 333811835d4e202a847a51189e6017c8de2102b0091362c4. ..

Session ID Length: @

Cipher Suite: TLS_RSA WITH AES 128 CBC SHA (@x002f)

Compression Method: null (@)

Extensions Length: 9

Extension: renegotiation info

Extension: SessionTicket TLS

ot sl sLage, 5 oo LS
Dpdyee )y 590 by
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Certificate ply Jo>1o

v Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 772
Certificates Length: 769
v Certificates (769 bytes)
Certificate Length: 766
v Certificate: 308202fa308201e2a003020102020900b6baf75031e60163. ..
v signedCertificate
version: v3 (2)
serialNumber: -5279635689331883677
signature (sha256WithRSAEncryption)
issuer: rdnSequence (@)
validity
subject: rdnSequence (0)
subjectPublicKeyInfo
extensions: 1 item
v algorithmIdentifier (sha256WithRSAEncryption)
Algorithm Id: 1.2.840.113549.1.1.11 (sha256WithRSAEncryption)
Padding: ©
encrypted: 4ce947b4b160827490a24d42b881636Ff4ba3c7c25a2880136. ..

A5 § 0919 o
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Server Hello Done ply Jo1o

v Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @

a5 g 0315 S fv/va




v Secure Sockets Layer
TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0383)

gLst Length: 262
Handshake Protocol: Client Key Exchange

LS“%‘Q% v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20) “ L -
)95 Version: TLS 1.2 (8x0303) J—590 (el SsS
Length: 1 FLOW ““'°|
Change Cipher Spec Message
v TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0383)

Length: 64
Handshake Protocol: Encrypted Handshake Message

a5 g 0315 S £F/Vva




Client Key Exchange pls Jo1o

v Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 258
v RSA Encrypted PreMaster Secret
Encrypted PreMaster length: 256
Encrypted PreMaster: 58e@c7eb53c31610fc60645ca869b378b9cfcad223b28c02. ..

S L1 ol ceoses odgs |, Pre-Master Secret .lg> 150
WS oo Jlesl g 50, SIS0 (sages
5 ool zl,5uwl Pre-Master Secret g, 3l conis olds 7%
392 aly> 00l jay 2 ded Loy e 00l
|, Lgols a5 culg> Wireshark ;1 e —o LoT: Jl3—0 O
oS 2les s,
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Wireshark - Preferences

SPRT
SRVLOC
SSCOP

S5H

S5L

STAMAG 506
STAMAG 506
StarTeam
5TP

STT

SUA

SW
SYMNCHROPE
T.38
TACACS+
TALI

TCAP

TCP
TCPEMCAP
TCPROS
TDOMoE
TDMoP

TDS

tetra

~

Secure Sockets Layer

RSA keys list

Edit...

S5L debug file

Browse...

Reassemble S5L records spanning multiple TCP segments

Reassemble 551 Application Data spanning multiple S50 records

[ ] Message Authentication Code (MAC), ignore "mac failed”

Pre-shared-key

{Pre)-Master-Secret log filename

Erowse...

Cancel

Help

a5 g 0318 ol
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N 36 sogas w5 L Wireshark bw g leoly SIS 30,

Wireshark - Preferences

SPRT *| secure Sockets Layer
SRVLOC
CoOOP RSA keys list Edit...

S5L debug file

5t |IP address Port Protocol Key File Password
51 0.0.00 443  http C:/Users/Sadeq/Desktop/key. bt

+ = |t Cr [Users [Sadeg [Aoofisis [Rosming [ireshant [sa feps

Cancel Help

Cancel Help
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SIS 30 i o g o — SS9 9 S5

~ | 55L-RSA.pcapng
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ resz=FaEEaqaan

(] |App|‘-r' a display filter ... <Ctrl-/>

Mo. Time Source Destination Protocol Length Info
— 1 0.000 client server TLSv1.2 182 C(Client Hello
2 0.429 server client TLSv1.2 982 Server Hello, Certificate, Server Hello Done
3 0.430 client server TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
4 0.863 server client TLSv1.2 336 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
5 0.864 client server TLSv1.2 395 Application Data
6 1.296 server client TLSv1.2 853 Application Data, Application Data, Application Data
7 1.367 client server TLSv1.2 395 Application Data
8 1.799 server client TLSv1.2 656 Application Data, Application Data
9 1.800 client server TLSv1.2 395 Application Data
— 10 2.228 server client TLSv1.2 656 Application Data, Application Data

* | 55L-RSA.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
amie REQe>=Fg sEEaqan

(N | Apply a display filter ... <Ctrl-f=

Mo, Time Source Destination Protocol Length  Info

— 1 0.. client server TLSv1.2 182 Client Hello
2 Q.. server client TLSv1.2 902 Server Hello, Certificate, Server Hello Done
3 0.. client server TLSv1.2 396 C(lient Key Exchange, Change Cipher Spec, Finished
4 0.. server client TLSv1.2 336 New Session Ticket, Change Cipher Spec, Finished
5 0.. client server HTTP 395 GET / HTTP/1.1
6 1.. server client HTTP 853 HTTP/1.1 200 OK (text/html)HTTP/1.1 200 OK (text/html)
7 1.. client server HTTP 395 GET /favicon.ico HTTP/1.1
3 1.. server client HTTP 656 HTTP/1.1 484 Not Found (text/html)
9 1.. client server HTTP 395 GET /favicon.ico HTTP/1.1

— 18 2. server client HTTP 656 HTTP/1.1 404 Not Found (text/html)

w9 dolo v a5 g 0318 ol A/ VA




SIS 305 31w g Jd — ol g3 U5 Gl

v Secure Sockets Layer
v TLSv1l.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 262
v Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 258
RSA Encrypted PreMaster Secret
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
v TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 64
Handshake Protocol: Encrypted Handshake Message

a5 g 0315 S fa/va




SIS 305 31w g Jd — ol g3 U5 Gl

v Secure Sockets Layer

v TLSv1.2

Record Layer: Handshake Protocol: Client Key Exchange

i T Ll | 1 £y

Conte
Versi
Lengt

v Hands
Han

Len

RSA|

v TLSv1.2
Conte
Versi
Lengt
Chang

v TLSv1.2
Conte
Versi
Lengt
Hands

v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 262
v Handshake Protocol: Client Key Exchange
Handshake Type: Client Key Exchange (16)
Length: 258
RSA Encrypted PreMaster Secret
v TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
v TLSv1l.2 Record Layer: Handshake Protocol: Finished

Content Type: Handshake (22) A

Version: TLS 1.2 (0x0303) 9 MAC L’él all L

Length: 64 .T . .

S
v Handshake Protocol: Finished > O L)‘f_f-)—A) o

Handshake Type: Finished (20) ul.u‘ )‘}5)5 C¥) 0‘9.5)'5
Length: 12
Verify Data y "'3)“> ‘) AlS” s d"’SLSA
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v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: New Session Ticket
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 202
v Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 198
v TLS Session Ticket
Session Ticket Lifetime Hint: 300
Session Ticket Length: 192
Session Ticket: f8ddefcbec2414545588674616217d69a09388bb88690c9d. ..
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
v TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 64
Handshake Protocol: Encrypted Handshake Message

a5 g 0315 S INVAR!
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v Secure_Socrkets | aver
v TLg|” Secure Sockets Layer
c| ¥ TLSv1.2 Record Layer: Handshake Protocol: New Session Ticket
V Content Type: Handshake (22)
L Version: TLS 1.2 (0x0303)
v H Length: 202
v Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
N Length: 198
v TLS Session Ticket
Session Ticket Lifetime Hint: 300
Session Ticket Length: 192
v TLS Session Ticket: f8ddefcbec2414545588674616217d69a09388bb88690c9d. ..
c| ¥ TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
V Content Type: Change Cipher Spec (20)
L Version: TLS 1.2 (0x0303)
C Length: 1
v TLS Change Cipher Spec Message
c| ¥ TLSv1.2 Record Layer: Handshake Protocol: Finished
V Content Type: Handshake (22)
L Version: TLS 1.2 (0x0303)
H Length: 64

v Handshake Protocol: Finished

Handshake Type: Finished (20)
Length: 12

Verify Data

A5 § 0919 o

Ay /va



{cw> Session Ticket

2ol TLS sloarwgs 51 S5 Session Ticket O

ol oas s s REC 5077 500

wlg> LS & glilas 118 LS o ils g3ls a5 el pl o U
.0)‘0 a5 (State) wwg SleMs|

,Ls s Session Ticket &b 5l 155,15 cunsg oledblO
0 o )3 el 1S

QS oo oslaal o 5l gam la wles )8 olgs I8

Lol 955 5 Sy dd sogee Hlai 51T
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oS oo (53l Toazes

rnlei oo Jld |, DH @ Lo 1o sledSSg 5 51 (S5 wolgs )5 o ;0 O
(WSbplabout:config s o)

oS o Jui |, ECDH . _Sslos o1,

oS oo oy Wireshark b 1, Lobss Tsazxe O

olgs —os Wireshark (1555 cogas odS psb b o> 1> O
fules ol se, 1) 0ol 5o, Slasly

A5 § 0919 o



S S b (> leoly (SIS 30y Bl pus

" | S5L-DHE.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help
dm 1 ® REecs=FT a5 Eaaan

] |Appl'-r' a display filter ... <Ctrl-/=

Mo, Time Source Destination Protocol Length Info
— 1 0.000 client server  TLSv1.2 186 Client Hello
2 0.427 server client  TLSv1.2 1414 Server Hello, Certificate
3 0.428 server client  TLSv1.2 330 Server Key Exchange
4 0.451 client server  TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
5 0.870 server client  TLSv1.2 336 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
6 0.871 client server  TLSv1.2 395 Application Data
7 1.287 server client  TLSv1.2 853 Application Data, Application Data, Application Data
8 1.349 client server  TLSv1.2 395 Application Data
9 1.764 server client  TLSv1.2 656 Application Data, Application Data
16 1.766 client server  TLSv1.2 395 Application Data
— 11 2.181 server client  TLSvl.2 656 Application Data, Application Data

Pre-Master Secret ;| a5 cuS 55,0 4 len [S1:,Sal, O

PRt QNP S T

?)514% =
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o wiio g NSS ailulis

5 6,555, ¢l,— Chrome 4 Firefox J— sla 54,00
a8l anwgs Mozilla lawgy a5 NSS s 4y glasbxls

Network Security Services coigasgs ™

! e SleMbI A

https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS

NSS 4. SSLKEYLOGFILE e piie ouas b oylg5 oo O
S 0,3 LB S o |, Pre-Master Secret a5 s
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https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS

3999 30 NSS s o mubiid

Systemn Properties

Computer Mame Hardware Advanced  System Protection Femote

You must be logged on as an Administrator to malee most of these changes.

Perfomance

Visual effects, processor scheduling, memarny usage, and virtual memony

Settings...
Ilzer Profiles
Desktop settings related to your sign-in

Settings...
Startup and Recoveny
System startup, system failure, and debugging information

Settings...

|! Environment Varables...

QK Cancel Apphy

a5 g 0315 S av/va




Systemn Properties

Computer Mame  Hardware Adva

You must be logged on as an Adn

Perfomance

Visual effects, processor schedu

Izer Profiles
Deskdop settings related to your

Startup and Recoveny
System startup, system failure, ar

3999 30 NSS s o mubiid

Environment Variables

User variables for Sadeq

Wariable Yalue

PATH C\Program Files (x361\GnuWin32\bin; &\Python34
TEMP %USERPROFILES:\AppDatatLocalh Temp

TP %USERPROFILES\AppDatatLocalh Temp

System variables
Wariable Yalue
asl.log Destination=file
ComSpec CAWINDOWS\system32hemd exe
MUMBER_OF_PROCESS0ORS 8
Qs Windows_MNT
Path ChPerledsiteh bin CAPerl6d bin; ChProgram Files\lmageMagick-6.9....
PATHEXT LCOM; .EXE; BAT:.CMD: VEBS: VBE; J5; J5E WSF WSH; MSC, PY
PROCESSOR ARCHITECTURE AMDE4
Mew... Edit... Delete
oK Cancel

a5 g 0318 ol
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3999 30 NSS s o mubiid

Systemn Properties

Environment Variables

Computer Mame  Hardware Adva

“ou must be logged on as an Adn User variables for Sadeq

Ferfomance Variable Value
Visual effects. processor schedy PATH C:\Program Files (x86)\GnuWin32\bin:C:\Python34
TEMP %USERPROFILES:\AppDatatLocalh Temp
TP %USERPROFILES\AppDatatLocalh Temp
User Profiles
=R nLegs  MNew User Vaniable
Variable name: | SSLKEVLOGFILE |
ete
Startup an Variable value: | CA550ssllog |
System st
Browse Directory... Browse File... OK Cancel
A
asl.log Destination=file
ComSpec CAWINDOWS\system32hemd exe
MUMBER_OF PROCESS0ORS 8
Qs Windows_MNT
Path ChPerledsiteh bin CAPerl6d bin; ChProgram Files\lmageMagick-6.9....
PATHEXT LCOM, EXE; BAT: CMD: VBS, VBE:J5; JSE . WSF: WSH: MSCLPY
PROCESSOR ARCHITECTURE  AMDE4 ¥
Mew... Edit... Delete
oK Cancel
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Seles b

Lf”")'“""'b (SS]_ . log) 03— ua.a.&) J.:'.S s ;)5)A S| ‘Q)YD
Qb asls write
BB 4 s s S o lais™

L, Olelss g 0y o b5 oo HTTPS axés a Lm:u Je=0a
Swles 0,53 Wireshark
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ssl.log 6 g

# SSL/TLS secrets log file, generated by NSS
CLIENT RANDOM 1l723a3ca6bb5a.. e99dé65eeaabe..

il o0l Aliie gy Slid o LB LI O

https:/ /developer.mozilla.org/en-US/docs /Mozilla /Projects /NSS /Key_Log Format

L L (odS JLasl) og-i e g9, REA L L« 51 5l s 2 O
(DH o5 Jols) CLIENT RANDOM
1] o CLIENT RANDOM ;| ax s3c 98 ¢pgo &> ,0 U

olgz S il (b #F) Conss sae ™

Pre-Master Secret jlais :(cob A8) pgo sae™
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https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/Key_Log_Format
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/Key_Log_Format
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/Key_Log_Format
https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS/Key_Log_Format

Wireshark ,s ssl.log L U pudiis

Wireshark - Preferences

SSCOP ~
55H

S5 RSAkeyslst | Edit..
STANAG 306 S5L debug file

STAMAG 306

StarTeam |

5TP RSA keys list {deprecated) |

5TT
SUA Reassemble 550 records spanning multiple TCP segments

Secure Sockets Layer

Browse...

A Reassemble 551 Application Data spanning multiple S5L records

_EI'_";P;CHROPF [ ] Message Authentication Code (MAC), ignore "mac failed”

TACACS+ Pre-Shared-Key |

TALI {Pre)-Master-Secret log filename
TCAP

TCP
TCPEMCAP
TCPROS
TOMoE
TOMaoP

TOS

tetra

TFTP

TIME kS

| C:/f55L fesl.log | Browse...

O, Cancel Help
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U 304 3wy g 8

/| S5L-DHE.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
PR mEBRe=s=7 sE|EHaqan

] |App|‘-f' a display filter ... <Cirl-f=

Ma. Time Source Destination Protocol Length Info
— 1 0.000 client server  TLSv1.2 186 Client Hello
2 0.427 server client TLSv1.2 1414 Server Hello, Certificate
3 0.428 server client  TLSv1.2 330 Server Key Exchange
4 0.451 client server  TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
5 0.870 server client  TLSv1.2 336 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
6 0.871 client server  TLSv1.2 395 Application Data
7 1.287 server client  TLSvl.2 853 Application Data, Application Data, Application Data
8 1.349 client server  TLSv1.2 395 Application Data
9 1.764 server client  TLSv1.2 656 Application Data, Application Data
10 1.766 client server  TLSvl1.2 395 Application Data
— 11 2.181 server client  TLSv1.2 656 Application Data, Application Data

. S5L-DHE.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A = @ Al Qe==Z2F s5(EaQAqH

| ] |Ap|:||'-,' a display filter ... «Ctrl-f=

Mo, Time Source Destination Protocol Length Info

-1 0.000 client server TLSv1.2 186 Client Hello
2 0.427 server client TLSv1.2 1414 Server Hello, Certificate
3 0.428 server client TLSv1.2 330 Server Key Exchange
4 0.451 client server TLSv1.2 396 Client Key Exchange, Change Cipher Spec, Finished
5 0.87@ server client TLSv1.2 336 New Session Ticket, Change Cipher Spec, Finished
6 @0.871 client server HTTP 395 GET / HTTP/1.1
7 1.287 server client HTTP 853 HTTP/1.1 200 0K (text/html)HTTP/1.1 200 OK (text/html)
a 1.349 client server HTTP 395 GET /favicon.ico HTTP/1.1
9 1.764 server client HTTP 656 HTTP/1.1 404 Not Found (text/html)
16 1.766 client server HTTP 395 GET /favicon.ico HTTP/1.1

— 11 2.181 server client HTTP 656 HTTP/1.1 484 Not Found (text/html)
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i) 3B 43 a0 WS (80

Client -l ,o Random jsi. S5 L Wireshark 0
Sl wbssl.log ,hw plaS 5l aS sei 0 a>4 Hello
d..:l.o..: solaziw! G’L"‘jﬁ)

v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 127
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123
Version: TLS 1.2 (@x@303)
v Random

GMT Unix Time: Apr 21, 1982 09:04:18.000000000 Tran Daylight Time
Random Bytes: 6b5al89c5ecedt91d799cT01486d0f11d80085e37acd7be4. ..

g000 70 62 b8 d3 db 4c ac 72 89 d9 62 5 08 00 45 00 pb...L.r ..b...E.
9010 @@ ac 3a e3 40 00 80 V6 b6 3e c@ a8 91 @4 34 @8 BN S T

20 13 76 19 ae 01 bb 20 ©7 6e 4f d3 86 ©2 59 50 18 Ve o NOLLLYP,
9030 @1 83 26 91 00 00 16 B3 01 @0 7f 91 00 00 7b @3

0060 : 00 Ba 01 @0
0070 @0 48 ff 01 00 01 00 PO 23 0O PO 33 74 00 00 00

a5 g 0315 S 5%/ V4




i) 3B 43 a0 WS (80

Client -l ,o Random jsi. S5 L Wireshark 0
sb SS1.10g Jaw sluS 3l aS 5ed, 0 a>eie Hello

CLIENT_RANDOM ffe38fd766d6ef331bOb9071cdec232cc5ab501c9cabce9406e6ffb408528572 b89
RSA 8f3eaBel74@dccf2 ©30335fae94f624a361140f31e2ff6a06e95e28b690clfbc247c3eeb8clle
CLIENT_RANDOM 84578eaa61939b01c85aebf191bea89d2390095263bbe@dal9Sbbb291bclb63e 9c2
wry RSA ©f4b66eald8351de ©3030419ce@b7591c6153d29b97b7fatac6891cOb66d7709e0e659cT46635
CLIENT_RANDOM d20a3148378a3fd@eb4e45b9c9b6efe5efe914c4fdelec362d75d60fbfc889c8 8d6
RSA 3c45cd9abedbe522 ©303f7fc8874bfdabdcoOf8dadsfedfSc9cfdf3a7414237216aae64505907F9

CLTENT_RANDOM 245d9191e626856e18eh3f7854608c486f75cd29eac?283885deff4687a8318a71
CLIENT_RANDOM 1723a3ca6b5al89c5ece@f91d799cf01486d0f11d80885e37acd7b049d9706ba
CLIENT_RANDOM /4d38b21T9a4e949t6919%et5/72bl/1bad4abbdacblsbd4adatlilaacese/dbl2l3313
CLIENT_RANDOM 7a14944cf92f08757314b48c21c902606c340ed4bcc4752a18265be8b2e8308cf6
CLIENT_RANDOM a6l2efbe238f6a3el3b2ee481227861a5b3b9bc67a56152d74ccdc97+159e118
CLIENT_RANDOM acSbc4336936232cdfcaedbaed42cd278efBec97588e993a28e7d3efc294469bd
CLIENT_RANDOM 29942e0ad8abe8684cPeBab7a9a7c3dd2327fe0063b31f048b52d9bdf82aaB824

GMT Unix Time: Apr 21, 1982 09:04:18.000000000 Tran Daylight Time
Random Bytes: 6b5al89c5ecedf91d799cf01486d0111d80@85e37acd7bv4. ..

70 62 b8 d3 db 4c ac 72 89 d9 62 {5 08 08 45 00 pb...L.r ..b...E.
00 ac 3a e3 40 00 80 V6 b6 3e c@ a8 91 04 34 08 N S TR
13 76 19 ae 01 bb 20 87 6e 4f d3 86 ©2 59 50 18
1 83 26 91 0O @0 16 B3 01 00 7f @1 00 08 7b 83
s EW17 23 a3 ca 6b 5a 18 9c 5e ce @Ff 91 d7 99 ¢
EY/EOT 48 6d 0F 11 d8 @0 85 e3 7a cd 7b B4 9d 97 06
PP6O  [3E 00 00 Pa 00 33 00 39 00 2f 00 35 00 Ra 01 @O
00 48 ¥ 01 00 61 00 B2 23 20 00 33 74 0B 00 0O
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[Cnent Hello ]

DH (s 3l led 51 o 30 5 (Slens 59591 Job

v Cipher Suites (5 suites)

Cipher
Cipher
Cipher
Cipher
Cipher

Suite:
Suite:
Suite:
Suite:
Suite:

[Server Hello }

TLS DHE RSA WITH AES 128 CBC SHA (0x0033)
TLS DHE RSA WITH AES 256 CBC SHA (0x0039)
TLS RSA WITH AES 128 CBC_SHA (0x002f)
TLS RSA WITH AES 256 CBC_SHA (0x0035)
TLS RSA WITH 3DES EDE CBC SHA (0x000a)

Cipher Suite: TLS DHE RSA WITH AES 128 CBC SHA (0x0033)

a5 g 0315 S £/ V4




Server Key Exchange

v Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 779
v Diffie-Hellman Server Params
p Length: 256
p: ffffffffffffffffc90fdaa22168c234c4c6628b80dclcdl. ..
g Length: 1
g: 02
Pubkey Length: 256
Pubkey: 94379a87827107f41f82b41c22c0@c15774871772bd664588. ..
v Signature Hash Algorithm: @xe4e01
Signature Hash Algorithm Hash: SHA256 (4)
Signature Hash Algorithm Signature: RSA (1)
Signature Length: 256
Signature: 7ff7fb88fc9573a68153ffe9ca%cfdied4314f8145de364fe. ..

a5 g 0315 S $Y / V4




Client Key Exchange

v Diffie-Hellman Client Params
Pubkey Length: 256
Pubkey: 9230a4b657fea74a5669at9cc98262892158a6fe2%eac2ch...

DH o eas Jols ols I, Pre-Master Secret loi. O
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W.)U 9 59)-’“’ S
YU mh ,s SSLITLS O

s o TLS QO

TLS wlsiy=0

Heartbleed O
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(RFC 5246 ,s> <& xi) master secret wJy

master secret = PRF (
pre master secret,
"master secret'",
ClientHello.random | |
ServerHello.random)

ool b FA 6 luas master secret O
(Pseudo-Random Function) _slas s 26 L PREF O
(seed) ,& g «dabel) cox it 5 lode 1609, =

olgds Jsb 4y olas (5l 32>

ASuw g 0313 Cunof Yo/ V4




55 n 08lizul PRF il o, HMAC 3 TLS o0
HMAC /-1, e b SHA-256 5 oolicl TLS 1.2

P hash(secret, seed)= HMAC hash(secret,A(1) seed)
HMAC hash (secret,A(2) seed)
HMAC hash(secret,A(3) seed)
where A () is defined as
A(0) = seed
A (i) = HMAC _hash(secret, A(i—1))
PRF (secret, label, seed) =
P hash(secret, label || seed)

a5 g 0315 S Yy /va




i) WS 7 Z1

key block = PRF(
master secret,
"key expansion",
ServerHello.random | |
ClientHello.random)

zl el key block g, py sy 4 caws ods #0

N9 50
Q Client write MAC secret
Q Server write MAC secret
Q Client write encryption key
0 Server write encryption key
Q Client write encryption IV

Q Server write encryption IV

w9 dolo v a5 g 0318 ol vy /va




MAC_write_key s y ,i5 ;1 Jbs

MAC = MAC Algorithm(MAC write key,

seq num | |
TLSCompressed. type ||
TLSCompressed.version | |
TLSCompressed.length ||
TLSCompressed. fragment)
Content | Major | Minor Compressed
type | version | version length

@
S

070205070 %%6% % %%

ERRRRRHHIHHK
0507020767267 %.% % %% % %% %
005062656 %56 %% % %% %% %
3%%%%@%%%%%%%&%%‘&%%%&
Q%%&&pooooooooooooooo

S
o6 %%
o020 %%
«Qﬁ#ﬁ@?
& &

5
o2
Q}
K
%
%
X
5
5

0. 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.
ERRIRIIIHKEIRHKRKIRRIIKN

LK
KAKRR MAC (0. 16, or 20 bytes) XKKXK

Encrypted

a5 g 0915 Cuvwo! YY / va
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Heartbleed O

a5 g 0315 S YE/va




(Heartbleed) .8 s 595 & pdiwum]
Jdle s 0 Yol ¥l o a8 g pme s s pdyen! S50
A css OpenSSL

Lss ;o HTTPS 15,5 bsgdo g9, ,sb 0

5 slawgs sHeartbeat | Ssq, s5lwosls ;o s pdueww! O
RFC 6520 o oo <y ;o5 TLS

Zewl Jlasl ilagSS o8y 9 oy 2 sl SS90 o)

o &Ll g OpenSSL aS Lo Vel 1A

a5 g 0315 S Ya/va



Heartbleed s piscuwl il 00l s gw S g5>

SERVER, ARE YOU STiLL THERE?
IF 50, REPLY "POTRTO" (6 LETTERS).

)

ser Meg wants these 6 letters: POTATO.

ser Meq wants these 6 letters: POTATO.

i:‘.ﬁ:}l DDI

a5 g 0315 S v$ / va




Heartbleed s piscuwl il 00l s gw S g5>

SERVER, ARE YOU STILL THERE?
IF 50, REPLY “BIRD" (4 LETTERS).

HMM. .. ese 4 letters: BIRD.

a5 g 0315 S Yy /va



Heartbleed s piscuwl il 00l s gw S g5>

SERVER, ARE YOU STiLL THERE?
IF 50, REPLY "HAT" (500 LETTERS),

/

Meqg wants these 500 letters: HAT.

ser Meg wants these 500 letters: HAT.

HAT'. Lucas requests the "missed conne
ctions” page. Eve |(administrator) wen
ts to set server’s master key to "148
35038534". Isabel wanLapa:;Eab:uL
q:'nakpqml:mtmlfﬂ; User Fared
wants to change account password to !

A5 § 0919 o

YA/ YA
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